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CISA – Defend Today – Secure Tomorrow
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NRMC – Planning and Analysis
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Emerging Risk Landscape

1. Nation states and criminal actors continue to target American 
critical infrastructure.
- NotPetya (2017): Russian destructive malware attack resulting in over 

$10 billion in damages globally, including hundreds of millions in 
damages to Maritime Subsector.

2. Cross-sector reality. Critical infrastructure risk management, 
particularly around cybersecurity, is increasingly cross-sector in 
nature. 

3. Our understanding of risk must evolve from a static 
asset/organization view to a more holistic approach that focuses on 
functions and services.
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National Critical Functions Set
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CONNECT DISTRIBUTE MANAGE SUPPLY
 Operate Core Network
 Provide Cable Access Network 

Services
 Provide Internet Based Content, 

Information, and Communication 
Services

 Provide Internet Routing, Access 
and Connection Services

 Provide Positioning, Navigation, 
and Timing Services

 Provide Radio Broadcast Access 
Network Services

 Provide Satellite Access Network 
Services

 Provide Wireless Access Network 
Services

 Provide Wireline Access Network 
Services

 Distribute Electricity
 Maintain Supply Chains
 Transmit Electricity
 Transport Cargo and Passengers 

by Air
 Transport Cargo and Passengers 

by Rail
 Transport Cargo and Passengers 

by Road
 Transport Cargo and Passengers 

by Vessel
 Transport Materials by Pipeline
 Transport Passengers by Mass 

Transit

 Conduct Elections
 Develop and Maintain Public Works 

and Services
 Educate and Train
 Enforce Law
 Maintain Access to Medical Records
 Manage Hazardous Materials
 Manage Wastewater
 Operate Government
 Perform Cyber Incident 

Management Capabilities
 Prepare For and Manage Emergencies
 Preserve Constitutional Rights
 Protect Sensitive Information
 Provide and Maintain Infrastructure 
 Provide Capital Markets and 

Investment Activities 
 Provide Consumer and Commercial 

Banking Services
 Provide Funding and Liquidity Services
 Provide Identity Management and 

Associated Trust Support Services
 Provide Insurance Services
 Provide Medical Care
 Provide Payment, Clearing, and 

Settlement Services
 Provide Public Safety
 Provide Wholesale Funding
 Store Fuel and Maintain Reserves
 Support Community Health

 Exploration and Extraction Of 
Fuels

 Fuel Refining and Processing 
Fuels

 Generate Electricity
 Manufacture Equipment
 Produce and Provide Agricultural 

Products and Services 
 Produce and Provide Human and 

Animal Food Products and 
Services

 Produce Chemicals
 Provide Metals and Materials
 Provide Housing
 Provide Information Technology 

Products and Services
 Provide Materiel and Operational 

Support to Defense
 Research and Development
 Supply Water
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Cybersecurity Risk To Maritime Subsector

1. Most organizations in the Maritime Subsector are aware of the 
cybersecurity risks to their operations, but these risks continue 
to grow
 Continued increase in terminal throughput that requires 

advanced systems and technology to operate
 Vessel and terminal equipment automation will continue to 

spread as technologies become more affordable and reliable
 Increased reliance on technology by new mariners/landside 

personnel

2. The capabilities of both criminals and nation states will also 
increase, as will the effects than can be caused by their 
malicious cyber activities
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Cybersecurity for Maritime Facilities Infographic
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 Joint product between CISA, 
USCG, CBP, FBI, and DOT

 Highlights five functions of the 
NIST Cybersecurity Framework

 Details how to report a 
cybersecurity incident to USCG, 
CISA, and FBI, and what details 
to provide
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NRMC Initiatives and Future Maritime Risks

NRMC is leading multiple initiatives in areas that impact future 
maritime risks

- Information and Communications Technology (ICT) Supply 
Chain
 What are the connected devices in the maritime domain that need 

high levels of trust and assurance?  How is that trust achieved?

- Fifth Generation Cellular Networks (5G)
 How can maritime transportations use 5G-enabled technologies and 

still limit consequences from disruption, dysfunction or corruption?

- Position, Navigation and Timing (PNT)
 How can maritime industries continue to utilize PNT technologies 

while minimizing impacts from potential disruptions?
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NCF Failures beyond Disruption
“National Critical Functions” means the functions of 
government and the private sector so vital to the United 
States that their disruption, corruption, or dysfunction would 
have a debilitating effect on security, national economic 
security, national public health or safety, or any combination 
thereof.

 CISA built on the definition of critical infrastructure, but 
expanded to address corruption and dysfunction.
- How can maritime systems be planned and engineered to 

address failures from corruption or dysfunction, as might 
result from a cyber attack?
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