Configuring your Google Mail account on your Mobile Phone

(For Android Phones)

1. Login to yourGmail account.
2. Once, logged in, in top right corner select youagraddress name and click on
Account.

- @sunymaritime. edu E

This account is managed by
sunymaritime.edu.

Learn more
@sunymaritime. edu
Add account Sign out

Select theSecurity Category. You are going to click on tRelit button to turn on 2-step
verification. (middle row)

Account

Password management Change password

Products

Data liberation 2.step verification ? Status: OFF o
Authorizing applications Edit
and sites ?

Once you click on Start setup, you will enter y@hone number and select the preference as to
how Google can send your verification code. Goeglesend you a verification code via text
message or voice call. Once you receive the cader & in the text field.



*Please make sure to enter your mobile phone nuthiaérou intend to setup your Google mail.
Click Send code.

GOugle accounts

Log in with your password plus a code you get from your phone

Start setup »
Now you're logged in

Watch the video and learn more

Enter your password

On a new computer,
enter a code from
your phone

Set up your phone

o 2 3 4

Which phone should we send codes to?

Google will send a numeric code to your phone whenever you sign in from an untrusted
computer or device.

Phone number ex: (201) 234-5678
- < * Google will only use this number for account security.
How should we send you codes?
@ Text message (SMS)
€ voice Call

« Back

After receiving the verification code, via text mage (sms) or voice call, enter it below and
click Verify.



Enter verification code

Yerification codes are 6 digits long

A Daek Didn't get the code?

It is recommended to trust the computer, unlessaipublic computer it's not recommended to
trust the computer in that case, simply uncheclbthebelow. ClickNext.

Trust this computer?

1 2 ® 4

Trusted computers only ask for verification
codes once every 30 days.

If you lose your phone, you might be able to access your account from a trusted
computer without needing a code. We recommend that you make this a trusted
computer only if you trust the people who have access to it.

[v Trust this computer
You can always change which computers you trust in your Google Account seftings.

o [0

Click Confirm.



Confirm

1 2 3 o

Turn on 2-step verification

Youll only be asked for a code whenever you sign in using your
@sunymaritime.edu account every 30 days, on each trusted computer or
device

If you lose your phone, you can always change it in account settings
The Google Apps SLA (Semice Level Agreement) does not apply to any semvices that
are used in connection with 2-step verfication, if the verification process relies on

third-party voice or data providers to deliver the verification code. Details of the
agreement are availlable here

« Back Confirm

You will receive a confirmation email regarding tiweo 2-step verification.

Click Create passwords button. If you don’t receive the message belowhgck intoAccount
settings Security and SelectM anage Application-Specific Passwords’.

Some apps may need new passwords

You're using apps or devices that can't ask for verification codes. They need to
use a special kind of password instead.

Examples of such applications include:

. ;:;rps on smartphones such as Android, BlackBerry, iPhone, etc.
e Mail clients such as Microsoft Outlook
e Chat clients such as Google Talk, AlM, etc.

Create passwords Do this later




Enter a name relative to your phone such as: Gonmamhy Android, Gmail on my iPhone.

Google accounts

Authorized Access to your Google Account

Connected Sites, Apps, and Services

You have granted the following services access to your Google Account:

o Google Apps Directory Sync — Provisioning APls, Alias APls, Policies APls, Groups APls, Calendar Resource APIs, Google Contacts [ Revoke Access |

Application-specific passwords
Some applications that work outside a browser aren't yet compatible with 2-step verification and cannot ask for verification codes, for example:
o Apps on smartphones such as Android, BlackBerry or iPhone

o Mail clients such as Microsoft Outlook
o Chat clients such as Google Talk or AIM

To use these applications, you first need to generate an application-specific p d. Next, enter that in the password field of your application instead of your
regular password. You can create a new application-specific password for each application that needs one. Learn more

© Watch the video on application-specific passwords
Step 1 of 2: Generate new application-specific password

Enter a name to help you remember what application this is for:

Name: ] Generate password

"Bob's Android", "Gmail on my iPhone", "GoogleTalk", "Outlook - home computer, "Thunderbird"

Your application-specific passwords  Creation date  Last used date

Click Gener ate password.

Application-specific passwords

Step 2 of 2: Enter the generated application-specific password
You may now enter your new application-specific password into your application.

Note that this password grants complete access to your Google Account. For security reasons, it will not
be displayed again:

jlxb ndms ghdf xbyh

No need to memorize this
You should need to enter it only once

)

on't matter.

Done |



This is the password that you will enter into yousbile phone. You will only need to enter it
only once and spaces don’t matter.

Once you clickbone, you will not be able see that application-speafade again. But don't
panic, you can always revoke that code and genanaésv one.

Please note that the password is not your SUNY Mare account password. It's the password
you generated by application specific password.

Note: An application-specific password is similaret verification code in that you don't have to
memorize it. However, application-specific passwatke longer than verification codes and
you do not enter them into web browsers. In addjty@u do not get application-specific
passwords from your phone -- instead, to generatemplication-specific password:

1. Visit theAuthorizing applications & sites pagXpictured below) under your Google
Account settings.

2. Under theApplication-specific passwordsection, enter a descriptive name for the
application (label 1) you want to authorize, sugh'AdWords Editor — Desktop," then
click “Generate application-specific password" (EI®).

On your mobile phone

For Android Users:

Go toSettings — Accounts — Add Account — SelectGoogle.
Click Next button.

Where it says, Already have a Google Account?”

Click Sign in button.

Enter your email address for yauser name: (i.e. username@sunymaritime.gdu

Enter the one-timpassword that was provided to you from Google’s step 2pyfleation-
specific passwords.

Click Sign in and select types of features you would like tochyonize your mobile phone with
Google Apps and you are done.



